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Secure and federated genome-wide 
association studies for biobank-scale 
datasets
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Manaswitha Edupalli3, Apostolos Pyrgelis5, Juan R. Troncoso-Pastoriza    6, 
Jean-Pierre Hubaux    5,6   & Bonnie Berger    3,4,7 

Sharing data across institutions for genome-wide association studies 
(GWAS) would enhance the discovery of genetic variation linked to health 
and disease1,2. However, existing data-sharing regulations limit the scope of 
such collaborations3. Although cryptographic tools for secure computation 
promise to enable collaborative analysis with formal privacy guarantees, 
existing approaches either are computationally impractical or do not 
implement current state-of-the-art methods4–6. We introduce secure 
federated genome-wide association studies (SF-GWAS), a combination 
of secure computation frameworks and distributed algorithms that 
empowers efficient and accurate GWAS on private data held by multiple 
entities while ensuring data confidentiality. SF-GWAS supports widely used 
GWAS pipelines based on principal-component analysis or linear mixed 
models. We demonstrate the accuracy and practical runtimes of SF-GWAS 
on five datasets, including a UK Biobank cohort of 410,000 individuals, 
showcasing an order-of-magnitude improvement in runtime compared to 
previous methods. Our work enables secure collaborative genomic studies 
at unprecedented scale.

Secure computation frameworks from modern cryptography offer 
promising strategies to address privacy concerns in collaborative 
genomic studies3,7–9. These techniques allow a group of parties to jointly 
analyze their data by exchanging encrypted information while ensuring 
that each party’s data remain private from others. Although recent work 
has illustrated the potential of this strategy for genome-wide associa-
tion studies (GWAS)4–6, existing methods remain limited in practical 
utility. Prior work based on the framework of secure multiparty com-
putation (MPC)4 is prohibitively slow for large biobank-scale cohorts  
(as demonstrated in this work) and requires the external sharing of 

entire input datasets in encrypted form, which may not be feasible in 
practice due to security risks. More recent methods based on homo-
morphic encryption (HE) schemes5,6 improve efficiency but fail to sup-
port the standard analysis pipelines commonly used by researchers 
due to their computational complexity. These pipelines include those 
based on principal-component analysis (PCA) and linear mixed models 
(LMMs), which provide strategies to account for population structure 
within a study cohort to accurately estimate association signals10,11.

We developed secure federated genome-wide association stud-
ies (SF-GWAS), a secure and federated algorithm for multisite GWAS, 
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methods to analyze the three datasets from the S-GWAS publication 
for lung cancer (n = 9,178 individuals), bladder cancer (n = 13,060) and 
age-related macular degeneration (AMD; n = 22,683) (Methods). Each 
dataset was divided into two subsets to simulate a joint study involv-
ing two cohorts that could not be combined. For all three datasets, we 
observed a substantial reduction in both runtime (Fig. 2a) and com-
munication (Fig. 2b) for SF-GWAS compared to S-GWAS. Communica-
tion refers to the transfer of encrypted information between parties 
required during the interactive protocol, which is a key performance 
metric as its impact on overall runtime can vary depending on the 
network conditions in practice. SF-GWAS ran consistently an order of 
magnitude faster than S-GWAS (for example, 4.6 h versus 64.3 h for 
AMD data, representing a 14× reduction). Communication cost was 
three to four times lower for SF-GWAS (for example, 173.7 GB versus 
666.6 GB for AMD data), largely because S-GWAS requires sharing the 
entire encrypted dataset between the parties, which SF-GWAS circum-
vents through our federated approach. The output of SF-GWAS closely 
matched a direct analysis of the pooled plaintext data (Extended Data 
Fig. 1). Furthermore, SF-GWAS provides stronger security properties 
than S-GWAS by avoiding the sharing of entire encrypted input data-
sets while adopting an encryption scheme that is resilient to quantum 
computer-based attacks (Supplementary Note).

We evaluated the scalability of SF-GWAS on two larger datasets: 
the eMERGE consortium (n = 31,293) and UK Biobank (UKB; n = 275,812), 
focusing on body mass index (BMI) as the analysis trait in both. These 
datasets are more than 100 and 2,000 times larger, respectively, than the 
largest AMD dataset analyzed in the S-GWAS publication, in part due to the 
number of variants analyzed (509,000 in AMD versus 38 and 93 million in 
eMERGE and UKB, respectively). We split both datasets across multiple 
centers (six for eMERGE and seven for UKB) according to the original data 
collection sites, considering each center’s dataset as local and private 
(Methods). S-GWAS could not be evaluated on either dataset due to its 
infeasible runtime requirements, estimated through linear extrapolation 
to be several months for eMERGE and several years for UKB.

to enable collaborative genomic studies at scale with cryptographic 
privacy guarantees (Fig. 1). SF-GWAS builds upon the following two 
key conceptual advances. First is our ‘federated’ approach to secure 
computation, whereby each input genomic dataset is kept at the respec-
tive source site. This approach minimizes computational costs by both 
avoiding large data transfers between sites and allowing the use of 
efficient cryptographic operations that leverage the unencrypted input 
data locally available at each site. To enable this strategy, we combine 
MPC and HE—two cryptographic schemes for analyzing encrypted 
(masked) private data, which previous work on secure GWAS has sepa-
rately leveraged—into a hybrid framework (Methods). Our framework 
employs HE for local computations over large matrices and vectors 
(for example, multiplication between a genotype matrix and a vector 
of individual phenotypes) and MPC for nonlinear operations such as 
division and sign functions (for example, used in statistical calcula-
tions) to improve numerical precision and efficiency. Previous work 
on a multiparty extension of HE5 did not utilize computational MPC 
routines, which we found crucial for our large-scale analysis pipelines 
due to the wide range of values encountered during the analysis.

Secondly, SF-GWAS introduces an efficient algorithmic design to 
support the federated execution of various end-to-end GWAS pipelines. 
Our workflow includes, in addition to association tests, quality control 
(QC) procedures and two standard strategies to account for population 
structure and sample relatedness in the cohort10,11: PCA or LMMs. Both 
PCA and LMMs involve highly complex linear algebra computations, 
which thus far have limited the development of privacy-preserving 
algorithms for these tasks that can be applied to large biobank datasets. 
Using a set of algorithmic strategies aimed at optimizing performance 
in a distributed setting, such as techniques to maximize the use of local 
plaintext (unencrypted) data, we developed practical secure algo-
rithms for both PCA- and LMM-based GWAS workflows, demonstrating 
the broad utility of our framework (Methods and Supplementary Note).

We first compared SF-GWAS with the prior state-of-the-art method 
for secure PCA-based GWAS4, referred to as S-GWAS. We used both 
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Fig. 1 | Overview of SF-GWAS. SF-GWAS addresses a common challenge faced by 
collaborating researchers at different institutions who wish to conduct a joint 
study but are unable to do so due to data-sharing limitations based on privacy 
concerns. Modern cryptographic solutions for jointly analyzing private datasets 
with formal privacy guarantees include HE and secure MPC. However, existing 
solutions for GWAS have limited scalability due to the high costs of computation 
and communication incurred by these frameworks. SF-GWAS is built upon 

a combination of HE and MPC to enable secure and federated computation, 
where large private datasets are locally kept by each data holder and only small 
intermediate data are encrypted and shared among the collaborators to carry 
out complex global computations. SF-GWAS introduces practical, secure and 
federated algorithms to support two essential workflows for GWAS based on 
PCA and LMMs. The final result includes GWAS association statistics, jointly 
computed over all private datasets while preserving data privacy.
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Consistent with our previous results, the association statistics com-
puted by SF-GWAS, for BMI and using the PCA-based pipeline, closely 
matched a plaintext analysis based on the PLINK software12 on each of 
the pooled datasets (Fig. 3a,b and Extended Data Fig. 2). In addition, we 
observed that a meta-analysis of summary statistics from individual 
centers can result in notable discrepancies compared to the pooled 
analysis (Extended Data Fig. 3), especially on the eMERGE dataset, likely 
due to limited site-specific sample sizes and the heterogeneity of study 
populations13–15. Because the computational steps of SF-GWAS closely 
emulate a centralized analysis, SF-GWAS results are virtually equivalent 
to what the researchers would obtain if the datasets could be directly 
combined. This equivalence holds regardless of how the data are split 
(for example, even when the data distribution is heterogeneous).

The total runtime of SF-GWAS on eMERGE was 17.5 h, including 2.8 
h for QC filtering, 8 h for PCA and 6.7 h for association tests. For UKB, 
the runtime was 5.3 days in total, including 4.5 h for QC, 44 h for PCA 
and 77.8 h for association tests. A concurrent work on multisite GWAS16 
reported a runtime of 5 h for 160,000 single-nucleotide polymorphisms 
(SNPs) and 16,000 samples, which extrapolates to more than 4 months 
for the UKB dataset, while providing weaker security guarantees than 
SF-GWAS and addressing only the PCA-based workflow. The runtime 
of PCA-based SF-GWAS scales linearly with dataset size and thus can be 
readily estimated in practice (Extended Data Fig. 4 and Supplementary 
Note). Furthermore, given the reduced reliance of SF-GWAS runtime on 
interactive steps as dataset size grows, we expect it to remain practical 
for international collaborations with higher network communication 
delays, such as those between the US and the UK (Extended Data Fig. 5).

Next, we evaluated our secure and federated algorithm for 
LMM-based association tests, based on the plaintext method of REG-
ENIE17, on a dataset of 409,548 individuals of European descent from 
UKB including related individuals (Methods). We split this dataset 
among six centers, as in the previous experiment. SF-GWAS produced 
association statistics that accurately matched those of REGENIE, where 
the latter was run directly on a pooled dataset without encryption 
(Fig. 3c and Extended Data Fig. 2). We additionally validated the accu-
racy of our method on the lung cancer dataset from S-GWAS (Extended 
Data Fig. 6). Owing to our optimizations, LMM-based SF-GWAS exhib-
its near-constant runtime scaling with the size of local datasets and 
achieves runtimes on the order of days, even for large datasets contain-
ing hundreds of thousands of individuals (Extended Data Fig. 7 and 
Supplementary Note). In our experiment, it achieved a runtime of 6 
days for the UKB dataset.

GWAS of binary traits (for example, disease status) is typically 
performed using logistic regression, requiring iterative model fitting 
in the absence of an analytical solution. Given the high computational 
costs of nonlinear operations under encryption, existing works on 
secure GWAS have focused on linear regression or have been limited 
to supporting logistic models on small datasets4,6. SF-GWAS incorpo-
rates a practical, secure federated algorithm for score-based tests for 
logistic models using Newton’s method, ensuring fast convergence 
to accurate parameter estimates (Methods and Extended Data Fig. 8). 
Reanalyzing the three S-GWAS datasets using our logistic workflow 
produces results consistent with PLINK and achieves practical runtimes 
of less than 5.3 hours for all datasets, comparable to those of the linear 
pipeline (Extended Data Figs. 8 and 9).

Collaborative analysis performed using SF-GWAS identified 
genetic variants that are concordant with prior GWAS results. Com-
paring with the published summary statistics from the Pan-UK Biobank 
project18, we observed that 71 out of 73 significant variants (P < 5 × 10−8) 
identified by SF-GWAS on eMERGE coincided with previously reported 
associations for BMI, whereas independent analysis of each center’s 
data resulted in at most two significant variants. Similarly for UKB, 
1,778 out of 2,200 significant variants for LMM-based SF-GWAS, and 
21,544 out of 24,357 for our PCA-based analysis (based on a larger set 
of imputed genotypes), were previously reported to be significant, 
indicating a large overlap despite differences in the analysis setting. 
In contrast, independently analyzing each center-specific dataset 
(PCA based) identified 2,600 significant variants across all centers, 
considerably fewer than SF-GWAS (24,357). Furthermore, when treat-
ing UKB as a validation cohort, meta-analyses of seven center-specific 
GWAS based on eMERGE data yielded fewer variants validated in UKB 
compared to SF-GWAS, illustrating the improved statistical power of 
the joint analysis enabled by SF-GWAS (Extended Data Fig. 10).

Finally, we demonstrate an application of SF-GWAS to analyzing 
datasets collected independently by different organizations. In addi-
tion to the AMD GWAS cohort from the International AMD Genomics 
Consortium (IAMDGC; n = 21,692, including 9,284 cases), we selected 
ancestry-matched (European) AMD cohorts in the eMERGE consortium 
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Fig. 2 | SF-GWAS is more computationally efficient than the prior art for secure 
collaborative GWAS. a,b, We compare the runtime (a) and communication cost 
(b) of SF-GWAS (PCA-based) with those of Secure GWAS4 (S-GWAS). Unlike other 
existing cryptographic solutions for GWAS, these two methods implement the 
full pipeline including QC and PCA, both of which are standard steps of GWAS. 
We analyzed the three datasets evaluated in the S-GWAS publication for lung 
cancer, bladder cancer and AMD using linear regression-based association 
tests, following the previous work. Each dataset is evenly split into two parts and 
distributed between two machines to simulate a collaborative GWAS setting. 
In addition to the total costs (in black), we show the costs of individual steps, 
including the initial setup and the three phases (QC, PCA and association tests). 
The setup involves key generation and network connection for both methods, 
and additionally encrypted data transfer (secret sharing) for S-GWAS, which 
is not required by SF-GWAS due to its federated nature. For all datasets, SF-
GWAS reduces the overall runtime by an order of magnitude and reduces the 
communication by a factor of around 3.5. We also note that SF-GWAS provides 
stronger security properties than S-GWAS by avoiding the sharing of entire 
encrypted input datasets while adopting an encryption scheme that is resilient 
to quantum computer-based attacks (Supplementary Note). Plots showing 
the accuracy of SF-GWAS results are provided in Extended Data Fig. 1. Unlike 
S-GWAS, SF-GWAS supports both linear and logistic regression-based tests, even 
for large-scale datasets. Extended Data Figs. 8 and 9 depict SF-GWAS’s runtime, 
communication cost and accuracy for the latter.
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Fig. 3 | SF-GWAS accurately reproduces biobank-scale GWAS without data 
centralization. a–d, We evaluated SF-GWAS on eMERGE (a), UKB (b,c), and cross-
biobank AMD GWAS (d) datasets to demonstrate its applicability to biobank-
scale collaborative GWAS. Considering both the number of individuals and 
the number of variants (Methods), eMERGE is at least 100×, and both UKB and 
cross-biobank AMD are at least 2,000× larger than the largest dataset considered 
by the prior work S-GWAS4. The total sample count and the sizes of individual 
datasets used in the federated setting are shown (left); we split eMERGE data 
into seven groups according to the data providing organization, and for UKB, 
we geographically grouped the original sample collection sites into six groups. 
Cross-biobank AMD represents a setting where joint analysis is performed over a 
heterogeneous collection of independently collected GWAS datasets. Following 
standard practice, we excluded individuals with a close relative in the dataset for 
PCA-based GWAS (b), whereas the full cohort was considered for the LMM-based 
pipeline (c). For eMERGE and UKB (a–c), we assessed the genetic associations of 

BMI, accounting for covariates (age, sex and center) and principal components 
(5 for eMERGE, 10 for UKB), where the latter are globally computed over the entire 
dataset (securely performed in SF-GWAS). The P values were derived from a two-
sided Wald test. For a cross-biobank GWAS of AMD (d), we performed a logistic 
regression-based tests with the same covariates. The P values were calculated 
using a two-sided score-based test for the logistic model. All P values shown, 
across all methods, were not adjusted for multiple testing. Manhattan plots 
visualizing the association strength of individual variants across chromosomes 
1–22 are shown for a centralized, unencrypted analysis using PLINK or REGENIE 
software (for PCA-based and LMM-based workflows, respectively) and a secure 
and federated analysis using SF-GWAS. In all experiments, SF-GWAS accurately 
reproduces the corresponding centralized analysis without requiring the 
collaborating entities to share private data. Scatter plots comparing the 
association statistics are provided in Extended Data Figs. 2 and 9.
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(n = 4,252, including 574 cases) and the UKB (n = 85,863, including 
2,632 cases). This resulted in a GWAS dataset of 111,807 individuals in 
total, split among three parties representing the original data sources. 
Although the three cohorts were genotyped using different array plat-
forms, a large number of shared genetic variants (22,191,946) could 
be chosen for joint analysis by imputing each dataset and finding an 
intersecting set of genomic positions and allele definitions. The total 
runtime of SF-GWAS (PCA-based, logistic) was 3 days, including 53 min 
for QC filtering, 8 h for PCA and 68 h for association tests. For com-
parison, we estimate a runtime of 42 days for an existing cryptographic 
solution for GWAS6 (which does not support QC or PCA), assuming 
linear scaling with both the number of computing cores (inversely) 
and the number of variants. Consistent with previous experiments, 
SF-GWAS obtained accurate results (Fig. 3d and Extended Data Fig. 9), 
and the top five strongest associations identified by SF-GWAS corre-
spond to loci and genes with well-established roles in AMD, including 
CFH, C2/CFB, HTRA1, C3, and APOE/APOC1 in chromosomes 1, 6, 10, 19 
and 19, respectively.

When using SF-GWAS in collaborative studies, data harmonization 
may be required to identify shared genetic variants across sites and 
unify allele or phenotype definitions. This can be facilitated by sharing 
non-private metadata, such as genomic positions, without exposing 
sensitive raw data. Notably, SF-GWAS facilitates cross-site variant QC 
by securely calculating global statistics, taking all parties’ data into 
account. This can improve data quality, for instance, by rescuing rare 
variants that are too infrequent at individual sites. In addition, a recent 
method for securely detecting related individuals across sites could be 
incorporated to aid cohort selection19. Another important practical 
consideration is the ease of deployment with security assurances. To 
address this, we developed our open-source software to operate in any 
environment with minimal dependencies, and the sfkit web server20 
can be used to automate the deployment of our workflows using either 
cloud resources or private machines. Although server networking 
may require organizational approval, SF-GWAS’s federated design 
and encrypted sharing of information minimize risks and support 
regulatory compliance21.

In summary, our work demonstrates a secure and federated 
approach to multisite GWAS with rigorous privacy guarantees and 
scalable performance. Further extending our methods to other useful 
analysis tasks, including logistic mixed-effects models and statistical 
corrections for imbalanced or biased datasets22–24, as well as ensur-
ing security even against malicious actors who may deviate from the 
prescribed protocols, are meaningful directions for future work. We 
expect our algorithmic techniques and open-source software to accel-
erate the development of secure genomic data analysis methods. In 
a global environment where there are increasing concerns and legal 
restrictions over sharing of sensitive data about individuals, our work 
lays the foundation for future biomedical advances by facilitating 
cross-institutional collaboration.
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Methods
Ethics and inclusion statement
The use of all controlled-access datasets in this study were approved 
by the respective data access committees through the NIH Database of 
Genotypes and Phenotypes (dbGaP) and the UKB Access Management 
System (project ID: 46341 and 41910).

Review of secure MPC
MPC techniques enable multiple entities to securely and interactively 
perform computation on private inputs (Supplementary Note). Stand-
ard MPC frameworks25 leverage (additive) secret sharing, where each 
private value is split into random (encrypted) shares, which are in turn 
distributed to different computing parties. Although the shares collec-
tively encode the private value, any subset of shares provably does not 
leak any private information. Computing parties then collaborate and 
use the secret shares to evaluate a function on the private input without 
revealing information about the private input to any entity involved. 
For example, the secure addition of two secretly shared numbers x and 
y can be executed by having each party add their individual shares for x 
and y. The new shares constitute a sharing of x + y, which is the desired 
computation result. More sophisticated functions (for example, multi-
plication, division, square root and sign) can be similarly defined over 
the secret shares but require the two parties to interact by exchanging 
a sequence of numbers, which also do not reveal private information. 
These secure routines can be composed to perform arbitrary opera-
tions on private input data held by multiple entities. However, the com-
munication cost of MPC can introduce a bottleneck in applications 
involving complex tasks. In addition, secret sharing requires that the 
entire input data be shared with all computing parties.

Review of HE
HE is a form of encryption that allows for direct computations over 
encrypted data, without having to decrypt them. Initially developed 
for limited types/rounds of operations, HE is now widely applicable to 
many analysis tasks due to the recent introduction of fully HE schemes, 
which include a bootstrapping routine to allow an arbitrary number 
of operations to be performed, and the development of efficient 
techniques for common scientific operations. For instance, the CKKS 
scheme26 encodes a vector of continuous values in a single ciphertext 
and is well-suited for calculations where a small amount of noise can 
be tolerated. Like other HE schemes, CKKS performs both additions 
and multiplications simultaneously on the encrypted values within a 
ciphertext (single instruction, multiple data property), which improves 
the overall scalability of the scheme. While HE uniquely enables a 
single party to perform computation on the encrypted data without 
interaction, the computational cost and flexibility of HE remain more 
limited than MPC for general tasks. Also, for multisite collaboration, 
one needs to transfer all of the encrypted data to a single machine for 
joint analysis, which can be challenging for large datasets.

Combining HE and MPC to enable practical, secure federated 
computation
To address the performance limitations of HE and MPC, we take a fed-
erated approach to secure computation leveraging both HE and MPC, 
where the input datasets are kept locally at the respective source sites 
and only small intermediate data are securely exchanged among the 
parties using cryptographic techniques to carry out a global compu-
tation. For the HE component, we build upon a multiparty HE (MHE) 
scheme (related to threshold HE) based on CKKS, which extends the 
CKKS scheme to the setting with multiple data providers by secret 
sharing the decryption key and constructing a shared encryption key 
(Supplementary Note). Under our scheme, any party can encrypt the 
data and perform HE computations locally, but decryption can be 
performed only if all parties cooperate. Our approach allows each 
party to perform local computations involving the unencrypted input 

dataset and a small amount of encrypted data, whereas certain global 
computations are performed by sharing intermediate results among 
the parties, encrypted under the shared encryption key. At the end 
of the protocol, all parties collaborate to decrypt the final results. By 
keeping each input dataset local, we minimize the communication 
and enable local plaintext computation, which are substantially more 
efficient than corresponding ciphertext computation. We also leverage 
an efficient interactive protocol for bootstrapping in MHE27 to reduce 
the overall computational burden of HE.

Improving upon existing works on MHE5,28–30, we switch between 
the MHE and secret sharing representations of intermediate data, 
which enables efficient MPC routines to be used in conjunction with 
MHE operations to carry out the global computations (Supplementary 
Note). We convert between the two schemes to perform each operation 
under the most efficient scheme throughout the GWAS pipeline. For 
example, we perform large-scale matrix and vector operations using 
MHE to exploit its SIMD (single instruction, multiple data) property, 
but evaluate non-polynomial functions (division, square root and 
comparison) with compact bit-wise MPC protocols, which are more 
efficient and numerically stable than the MHE counterparts. Any opera-
tion involving the local unencrypted data is performed using MHE to 
avoid secret sharing of the large input datasets.

Our algorithmic design strategies for enabling secure 
population structure correction
Our federated framework for secure computation allows us to 
develop efficient and provably secure algorithms for collaborative 
GWAS. Our work introduces practical methods for two standard 
approaches to account for population structure, namely PCA and 
LMMs. We adopt the following algorithmic design strategies to 
obtain accurate and efficient performance. First, we closely adhere 
to the computational pipeline of the desired centralized algorithm to 
obtain accurate results while securely operating over private datasets 
held by multiple parties. This is in contrast to other collaborative 
approaches that simplify or approximate the analysis to address the 
lack of access to a pooled dataset (for example, meta-analysis). Next, 
we restructure the computation while maintaining its equivalence to 
the original algorithm to both maximize the use of low-cost opera-
tions and minimize communication by leveraging local plaintext 
data. We switch between MPC and MHE routines throughout the 
protocol to improve the efficiency and numerical robustness of 
our routines. We also optimize the vectorized encoding of data in 
encrypted representations for efficient composition of linear algebra 
operations. We detail our algorithmic strategies and optimization 
techniques in Supplementary Note.

In addition to enabling a substantial performance improvement 
for PCA compared to prior work4, our techniques facilitate the design 
of a practical protocol for secure and federated LMMs (Supplementary 
Note). LMMs typically involve operations on the genetic relatedness 
matrix, which scale with the number of individuals in the dataset and 
impose a notable computational burden for large cohorts, even in 
centralized analysis settings. Our approach builds upon REGENIE17, 
a recently developed algorithm for LMM association tests based 
on a stacked ridge regression approach, which directly models the 
ancestry-related confounding effect as the output of a genome-wide 
regression model, thus circumventing the use of a genetic relatedness 
matrix. This approach brings scalability improvements while provid-
ing accuracy comparable to other LMM methods such as BOLT-LMM31, 
fastGWA32 and SAIGE33. Unfortunately, REGENIE cannot be directly 
applied in a secure federated setting. Although ridge regression can be 
efficiently performed in plaintext on a pooled dataset, implementing 
standard algorithms (for example, those based on the closed-form 
solution) with secure computation techniques results in impractical 
runtime requirements due to the complex matrix operations, such as 
inversion, that need to performed on large encrypted matrices.
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We address this challenge by comprehensively redesigning REG-
ENIE’s stacked regression procedure with our secure federated algo-
rithms for ridge regression based on conjugate gradient descent and 
alternating direction method of multipliers (ADMM). Although the 
inclusion of private covariate features makes a direct application of 
the latter approach34 impractical in our setting, we reformulated the 
ADMM algorithm (referred to as ADMM-Woodbury) by leveraging a 
matrix identity to enable plaintext precomputation of computation-
ally expensive operations (for example, large-matrix inversion) at each 
site. This reformulation maximizes efficient local computation and, 
consequently, achieves near-constant runtime scaling with respect 
to cohort size (Extended Data Fig. 7).

Our scalable techniques for secure association tests based on 
linear and logistic models
Performing association tests at genome-wide scale involves intricate 
linear algebra operations (for example, projection, inversion, and 
factorization) applied to large-scale matrices and vectors. Following 
the strategies in the previous section, we designed efficient algorithms 
for secure federated association tests that can analyze millions of 
genetic variants within practical runtimes. For example, we devel-
oped optimized routines for matrix multiplications between the local 
genotype matrix and an encrypted low-dimensional matrix of covari-
ates and phenotypes by identifying and precomputing intermediate 
terms that involve the unencrypted local dataset, which can be more 
efficiently computed than operations involving only encrypted data. 
This approach also helps to distribute the workload among the parties 
according to the size of the local datasets. For complex, iterative opera-
tions such as matrix factorization and inversion, we securely convert 
between MHE and MPC frameworks to take advantage of efficient 
MPC routines for costly operations such as comparison and division. 
Furthermore, after the initial precomputation, we process genetic 
variants in non-overlapping genomic blocks in parallel to accelerate 
the computation.

Prior to our work, logistic regression-based association tests were 
considered more challenging and could be performed using crypto-
graphic techniques only on small datasets. This limitation has mainly 
been due to the costly iterative optimization procedure required to 
estimate the coefficients of logistic regression models (for example, 
genetic effect sizes). To address this challenge, we developed an effi-
cient secure federated algorithm for score-based tests in logistic mod-
els (Supplementary Note). Our algorithm securely obtains statistics 
that are asymptotically equivalent to alternative tests (that is, Wald and 
likelihood-ratio) and can be applied to large biobank datasets. Unlike 
the Wald or likelihood-ratio tests, both of which require a separate 
logistic regression model to be fitted for every variant being tested, 
score-based tests fit a single null model including only the covariates, 
subsequently allowing all variants to be tested using a closed-form 
expression without refitting the model. To obtain the initial null model 
efficiently and accurately, we devised a federated algorithm for New-
ton’s method harnessing both MHE and MPC for efficient matrix mul-
tiplications and Hessian matrix inversion, respectively. This approach 
enables faster convergence to precise parameter estimates compared 
to standard first-order gradient-based methods (Extended Data Fig. 8). 
Once the null model is obtained, the remaining computation of associa-
tion statistics mostly consists of linear algebraic operations, which can 
be performed efficiently using our secure federated approach. As our 
results show, these techniques enable SF-GWAS to support accurate 
logistic regression-based association tests with practical runtimes 
comparable to those of the linear regression setting.

SF-GWAS pipelines
Our SF-GWAS algorithm implements the full GWAS pipeline, includ-
ing QC, correction for population structure (PCA and LMM) and 
association tests. Collaborating parties first agree on the phenotype, 

covariates and a list of genetic variants to analyze, as well as study 
parameters, such as filtering thresholds and other algorithmic 
parameters. They also agree on the security parameters and gener-
ate the required cryptographic keys for HE and MPC, for example, 
encryption keys and shared pseudorandom number generators (Sup-
plementary Note). They then proceed with the interactive protocol 
to securely perform the desired computation. For QC, the parties 
independently filter their subset of samples based on public thresh-
olds (for example, for heterozygosity and missing genotype rate), 
then utilize MPC routines to jointly and securely filter the variants 
based on global statistics (for example, minor allele frequencies and 
Hardy-Weinberg equilibrium). The variant filtering output is shared 
with all parties so that the rest of the protocol can proceed with the 
reduced variant set.

For the PCA-based workflow, we implemented a secure federated 
algorithm for randomized PCA4,35 to compute the top principal com-
ponents (PCs) over the entire dataset without constructing the pooled 
matrix (Supplementary Note). The jointly computed PCs are kept 
encrypted for use in the following steps. For linear regression-based 
association tests, we use both HE and MPC operations to compute the 
covariate-corrected association statistics based on a linear model. 
This step includes (i) a secure federated QR factorization for com-
puting the joint orthogonal basis of PC and the observed covariates, 
(ii) secure matrix multiplication based on HE to project the geno-
types onto the covariate subspace for correction and to compute 
genotype-phenotype covariances and (iii) MPC routines to inversely 
scale the statistics by the standard deviations of the genotypes and the 
phenotype for normalization.

For binary traits, we use our secure federated algorithm for 
score-based tests using logistic regression models (Supplementary 
Note). The first step is to fit a null logistic regression model across the 
parties considering only the covariates, for which we introduce a feder-
ated Newton’s method based on both HE and MPC. Then, we compute 
the components of the score-based test statistic with respect to each 
tested variant, which include (i) the score (that is, the derivative of the 
log-likelihood function with respect to the coefficient of the genetic 
effect) and (ii) the Fisher information (related to the standard error of 
the coefficient). Both terms and the resulting statistics are computed 
securely in a federated manner using a series of linear algebra opera-
tions in HE and nonlinear operations in MPC. Finally, the association 
statistics are collectively decrypted and shared among the parties as 
the final output of the analysis.

For the LMM-based workflow, we implemented a secure federated 
version of REGENIE17 that is based on stacked ridge regression models 
(Supplementary Note). After the QC step, the genetic variants are 
first grouped into fixed-size blocks. For each block, a ridge regression 
model is jointly trained across the parties using our ADMM-Woodbury 
algorithm to obtain encrypted phenotype predictions, which lever-
age only the variants within the block while accounting for linkage 
disequilibrium. Subsequently, the block-wise local predictions are 
provided as input features to a genome-wide ridge regression model 
for phenotype prediction, jointly trained across the parties using our 
conjugate gradient descent algorithm. We adopt a cross-validation 
scheme to determine an appropriate choice of variance parameter, 
representing the genomic heritability of the target phenotype. We 
selected K-fold cross-validation, as it is typically more efficient than 
other methods such as leave-one-out cross-validation and achieves 
almost identical accuracy in this framework17. Association tests are 
performed by calculating the correlation between each target vari-
ant and the phenotype residuals, excluding the contribution from 
the genome-wide regression model, which is estimated without the 
chromosome containing the tested variant. Similar to the PCA-based 
workflow, we compute the association statistics efficiently using opti-
mized secure matrix multiplication routines combined with MPC 
routines for data normalization.
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Further details on the SF-GWAS pipelines, including their security, 
runtime and complexity analyses, are provided in Supplementary Note 
and Supplementary Tables 2–5.

Related work
Several studies have proposed methods for securely performing col-
laborative GWAS over private datasets using secure computation 
frameworks such as HE or MPC4–6. However, these approaches are 
often limited by runtime constraints or the inability to perform GWAS 
analyses while accounting for population structure or sample relat-
edness. MPC frameworks based on secret sharing4 are particularly 
communication-intensive and require encrypting and distributing 
the entire dataset among all participating parties, resulting in sub-
stantial overhead. Although HE enables noninteractive computation 
on encrypted data, joint analysis using HE6 still requires collaborating 
entities to centralize the encrypted data for analysis by a single party. 
This approach leads to impractical computational costs for complex 
analysis tasks on large genomic datasets. Prior work applying MHE to 
GWAS5 addresses some limitations of centralized HE but is restricted 
to association testing, excluding other critical GWAS components such 
as QC filtering and correction for population structure (PCA or LMMs). 
Furthermore, this earlier work relied solely on HE computations, 
without integrating MPC protocols to improve accuracy or enhance 
efficiency for nonpolynomial operations. Secure hardware-based 
approaches to GWAS, such as those based on Intel SGX36, have also 
been proposed. However, these methods are also limited to associa-
tion testing without incorporating PCA or LMMs and lack the formal 
privacy guarantees provided by HE or MPC, making them susceptible 
to known security risks37–39.

Another approach to collaborative GWAS is based on federated 
learning techniques, which iteratively aggregate intermediate results 
among parties to perform global computations15,40. These solutions are 
generally more accurate than meta-analysis, as they can more closely 
emulate a pooled analysis15. They also achieve efficient performance 
because plaintext (unencrypted) data are locally held and directly 
analyzed by each party. However, these methods require intermediate 
results to be shared among the parties (or with a trusted third party) in 
plaintext, often involving many rounds of interaction, which increases 
the risk of privacy leakage41,42. Although differential privacy techniques 
can mitigate such leakage, existing methods are not practical for GWAS, 
as releasing statistics for a large number of variants would require 
adding substantial noise to preserve privacy43. In SF-GWAS, parties 
keep their local data in plaintext while exchanging only encrypted 
intermediate results throughout the study. This approach efficiently 
emulates a pooled analysis in a distributed fashion while ensuring 
formal privacy guarantees.

Benchmark datasets
We obtained the three datasets used in the original S-GWAS publica-
tion4 for comparison. These include a lung cancer dataset (n = 9,178, 
including 5,088 cases; 612,794 SNPs; females across all age groups), 
a bladder cancer dataset (n = 13,060, including 9,684 cases; 566,620 
SNPs; both sexes across all age groups) and an AMD dataset (n = 22,683, 
including 6,211 cases; 508,740 SNPs; both sexes across all age groups). 
We followed the steps in the prior work to prepare the data and then 
evenly and uniformly split each dataset between two parties to emulate 
a multisite study.

For the eMERGE data, we obtained a cohort of 31,292 individuals 
split across seven study groups: Geisinger Health System (n = 3,089), 
Group Health (University of Washington; n = 1,827), Marshfield Clinic 
(Pennsylvania State University; n = 4,736), Mayo Clinic (n = 6,208), Icahn 
School of Medicine at Mount Sinai (n = 5,661), Northwestern University 
(n = 4,424) and Vanderbilt University (n = 5,347). The individuals range 
in age from 3 to 75 years and include both sexes. We used a total of 
38,040,168 imputed biallelic SNPs for the analysis and chose BMI as the 

target phenotype. Four covariates were included in the analysis: mem-
bership to each study group, age (at time of assessment), sex and age2.

For the UKB data, we obtained a cohort of 409,547 individuals of 
European descent, including both sexes, aged 40 to 69. For use with 
the PCA-based GWAS pipeline, we also constructed a subset of 275,812 
unrelated individuals (King44 relatedness coefficient less than 0.062). 
This cohort represented 22 different health centers across the United 
Kingdom. To simulate a federated study, we grouped the health cent-
ers into six study groups based on geographic location: Scotland (n 
= 29,825 in total; 20,970 unrelated), Northern England (n = 52,909; 
31,263), Northwest England (n = 101,786; 67,494), Central England (n 
= 93,642; 61,158), Southeast England (n = 76,568; 58,351) and Wales (n 
= 54,823; 36,576). We provide the list of centers in each group in Sup-
plementary Table 1. We used a total of 92,248,310 imputed biallelic 
SNPs for the PCA-based pipeline, and a subset of 581,927 non-imputed 
genotyped SNPs for the stacked regression models in the LMM-based 
pipeline, following the recommendation in the REGENIE software docu-
mentation45. We analyzed BMI as the target phenotype. Six covariates 
were included in the analysis: membership to each study group, age (at 
time of assessment), sex, age × sex, age2, and age2 × sex.

For the cross-biobank AMD GWAS analysis, we used data from 
three independent sources: eMERGE (n = 4,252, including 574 cases), 
UKB (n = 85,863, including 2,632 cases), and International AMD Genom-
ics Consortium (IAMDGC; n = 21,692, including 9,284 cases) for a total of 
111,807 individuals (12,490 cases). We used the imputed genotype data 
provided by eMERGE and UKB. For IAMDGC, we used Michigan Impu-
tation Server (version 1) to impute the samples using the Haplotype 
Reference Consortium reference panel. The total number of imputed 
biallelic variants shared among the three datasets was 22,191,946. For 
UKB, AMD cases were ascertained based on the ICD-10 code H35.3, 
and the control samples were randomly sampled from the remain-
ing cohort. For eMERGE and IAMDGC, we retained the AMD case and 
control labels provided in the original datasets. To demonstrate the 
scalability of our approach, we considered individuals of European 
ancestry in each dataset, determined based on self-reported ethnic-
ity for UKB and GrafPop (version 1.0)-inferred ancestry for eMERGE 
and IAMDGC (Pe > 90%). Four covariates were included in the analysis: 
membership to each study group (two independent features), age (at 
time of assessment) and age2. Other covariates of potential interest, 
such as sex, were not available in all datasets and thus were excluded 
from the analysis.

GWAS details
For the lung cancer, bladder cancer, and AMD datasets, we used the 
same QC filters as applied in the prior analysis of these datasets using 
S-GWAS4. For the eMERGE data, we used the following QC parameters: 
genotype missing rate per SNP < 0.1, minor allele frequency > 0.05, 
and Hardy-Weinberg equilibrium chi-squared test statistic < 23.928 (P 
> 10−6). We used the same set of filters for the UKB and cross-biobank 
AMD data, except for minor allele frequency > 0.001 to account for the 
larger size of these datasets.

For PCA-based GWAS, we adopt the standard approach of using a 
reduced set of SNPs with low levels of linkage disequilibrium for the PCA 
step. SF-GWAS achieves this by imposing a minimum pairwise distance 
threshold of 100 kb after QC filtering, which we found to obtain similar 
results to alternatives based on a direct linkage disequilibrium calcula-
tion. To establish parity between the plaintext, centralized analysis and 
our SF-GWAS approach, we use the same set of SNPs for PCA in both 
analyses for our main results. Alternatively, SNP selection for PCA can be 
performed separately and the agreed-upon list of SNPs may be provided 
as input to SF-GWAS. For lung cancer, bladder cancer, AMD, eMERGE, 
and cross-biobank AMD datasets, we kept the top five PCs as covariates 
for the subsequent analysis. For UKB, we kept the top ten PCs. We assess 
the association between each SNP and phenotype of interest based on 
both linear and logistic regression models including covariates.
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For linear association tests, SF-GWAS first constructs an orthogo-
nal basis (Q) for the subspace defined by the covariates (for example, 
top principal components, age, sex, study group memberships), then 
computes the Pearson correlation coefficient (r) between the geno-
type and phenotype vectors where the covariate effects have been 
projected out using Q. The coefficient r for each SNP is revealed to the 
collaborating entities. The corresponding χ2 statistic with one degree of 
freedom is obtained as r2(n − c)/(1 − r2), based on which a P value can be 
calculated. n and c denote the total number of individuals and the num-
ber of covariates, respectively. Note that this mapping does not reveal 
any additional information other than r. For logistic association tests, 
SF-GWAS computes the score-based test t-statistic for each SNP i as 

t = ( ̃gi
T(y − p̂))/√ ̃gi

T
W ̃gi, where ̃gi is the genotype residual vector across 

individuals after adjusting for covariates, y the phenotype vector, 
p̂ the vector of estimated mean of the trait based on the null model, and 
W = diag{ ̂pj(1 − ̂pj)} with ̂pj the jth element of p̂ corresponding to the jth 
individual, following the approach of REGENIE17. The corresponding  
P value is estimated via a normal approximation with t2 ∼ χ21 .

For LMM-based GWAS, we follow REGENIE’s approach to first 
apply ridge regression to obtain the best predictive model of the 
covariate-corrected phenotype within a given genomic block, account-
ing for genotype correlations, and then perform a second regres-
sion to obtain genome-wide phenotype predictions based on the 
block-wise predictors. The size of each genomic block is set to 8,192 
in order to maximally leverage the vectorized encryption scheme 
based on our cryptographic parameters. Following REGENIE, we use 
a five-fold cross-validation to select the best variance parameter to 
construct the final predictors. For the association tests, we adopt the 
standard leave-one-chromosome-out scheme, leaving out the chro-
mosome including the tested variant to correct for the background 
genetic effect on the phenotype without interfering with the signal 
being tested. We then obtain the χ2 statistic with one degree of free-
dom, analogous to the PCA-based pipeline, using the residuals of the 
leave-one-chromosome-out genome-wide predictors for each variant.

Evaluation approaches
We evaluated SF-GWAS by simulating each party on a separate virtual 
machine (VM) with 16 virtual CPUs (vCPUs) and 128 GB of memory 
(e2-highmem-16) on the Google Cloud Platform. For the main results, 
we adopt the most efficient local area network setting by creating the 
VMs within the same zone in the Google Cloud Platform; we illustrate 
the reasonable additional cost of wide-area network setting in Extended 
Data Fig. 5. For the UKB and cross-biobank AMD analyses, we used the 
same or larger VM types to utilize more vCPUs in parallel given the large 
size of the dataset. Specifically, we used n2-highmem-64 (64 vCPUs 
with 512 GB of RAM) and n2-highmem-128 (128 vCPUs with 864 GB of 
RAM) depending on the size of the local dataset.

We measured the runtime and communication cost of SF-GWAS 
(the latter measured by the number of bytes sent among the parties) 
on all datasets. We compared these metrics against the prior work 
implementing the analogous PCA-based GWAS pipeline, S-GWAS4. We 
also evaluated SF-GWAS’s scaling with respect to the number of sam-
ples, SNPs, covariates and computing parties (Extended Data Fig. 4). 
For the scaling experiments, we replicated the lung cancer dataset to 
produce a dataset of desired dimensions and modified GWAS param-
eters as needed to ensure that the amount of data at each step grew 
proportionally with the input dimensions (for example, ensuring that 
the number of samples passing QC doubles when the original number 
of samples doubles).

To evaluate the accuracy of SF-GWAS, we compared its associa-
tion statistics to those obtained from a plaintext, centralized analysis 
where the individual datasets are combined to form a single consoli-
dated dataset for analysis. For the three S-GWAS datasets, we used a 
plaintext Python (version 3.8) implementation of the same procedure 

as SF-GWAS (using a standard PCA implementation in the scikit-learn 
package46, version 1.3.0); and for eMERGE, UKB, and the cross-biobank 
AMD analysis, we used the PLINK software (version 2.0; https://www.
cog-genomics.org/plink/2.0/) implementing the same pipeline for 
PCA-based GWAS. For LMM-based GWAS, we used the REGENIE soft-
ware (version 2.2.4; https://rgcgithub.github.io/regenie/) on the pooled 
dataset with the same parameters to obtain the ground truth associa-
tion results. For eMERGE and UKB, we additionally evaluated the accu-
racy of meta-analysis approaches by performing a separate GWAS for 
each study group with the same study parameters as the global analysis 
and then combining the association statistics among different parties 
using the meta-analysis methods implemented in PLINK.

Reporting summary
Further information on research design is available in the Nature 
Portfolio Reporting Summary linked to this article.

Data availability
The three datasets used for comparison with the prior work on Secure 
GWAS4 are available via NIH dbGaP with accession numbers phs000716.
v1.p1 (lung cancer), phs000346.v2.p2 (bladder cancer) and phs001039.
v1.p1 (AMD; International AMD Genomics Consortium [IAMDGC]). The 
eMERGE consortium data are also available via dbGaP (phs000888.
v1.p1). Data access applications for the UKB data can be submitted at 
https://www.ukbiobank.ac.uk/.

Code availability
Our open-source software for SF-GWAS, which includes data preproc-
essing, analysis and plotting scripts to reproduce the main GWAS results 
of this publication, is available on GitHub (https://github.com/hhcho/
sfgwas) and Zenodo at https://doi.org/10.5281/zenodo.14726447  
(ref. 47). In addition, automated workflows for SF-GWAS are available 
on the sfkit web server20 (https://sfkit.org), which allows a group of 
users to perform a secure joint analysis of their private datasets using 
either cloud computing resources or private machines.
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Extended Data Fig. 1 | SF-GWAS accurately reproduces end-to-end PCA-based 
GWAS (linear) without data centralization. We evaluated PCA-based SF-GWAS 
(with linear regression) on lung cancer (left), bladder cancer (middle) and 
age-related macular degeneration (AMD; right) datasets to demonstrate that it 
obtains similar results as a centralized study in which all plaintext (unencrypted) 
data are pooled and analyzed together. We evenly split the datasets between two 
computing parties for joint analysis and compared the association statistics 
(−log10(p)) of individual genetic variants obtained using (SF-GWAS) with those 

from a centralized analysis (Plaintext; using the standard scikit-learn Python 
library). The p-values are based on the two-sided Wald test and are not corrected 
for multiple testing. The analysis pipeline includes both the quality control and 
PCA steps. Transparency is added to visualize density. While a small amount of 
accuracy loss can be seen due to the limited precision of cryptographic schemes, 
note that the squared Pearson correlation coefficients (r2) between the two 
results are always above 0.98. Results for the same datasets using the logistic 
regression-based tests are provided in Extended Data Fig. 9.
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Extended Data Fig. 2 | SF-GWAS accurately reproduces biobank-scale GWAS 
without data centralization. We evaluated PCA-based SF-GWAS on the eMERGE 
consortium dataset (left), split across 7 data collection centers, and the UK 
Biobank (UKB) dataset (individuals of European descent, related individuals 
excluded) (middle), split across 6 geographically grouped centers. We 
additionally evaluated LMM-based SF-GWAS on the UKB dataset including all 
European individuals, also split across 6 centers (right). The plots compare the 
association statistics (−log10(p)) of individual genetic variants for body mass 
index (BMI) obtained by SF-GWAS to those from a centralized analysis using the 

PLINK software for the PCA-based analysis and REGENIE for the LMM-based 
analysis (Plaintext). The p-values shown are based on the two-sided Wald test for 
the former and the LMM-based association test for the latter; both are 
unadjusted for multiple testing. We show the squared Pearson correlation 
coefficients (r2) both for all variants and for significant variants identified in the 
centralized setting (with nominal p < 5 × 10−8). Transparency is added to visualize 
density. A small amount of numerical noise is attributed to the reduced precision 
of cryptographic operations. In all datasets, SF-GWAS results closely match the 
centralized analysis without requiring data centralization.
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Extended Data Fig. 3 | Meta-analysis approaches for multisite GWAS can 
deviate from an ideal centralized analysis. Using the same federated study 
settings from the evaluation of SF-GWAS, we applied standard meta-analysis 
approaches (that is, random-effect and fixed-effect methods provided by PLINK) 
to the eMERGE (top) and UKB (bottom) datasets based on the PCA-based 
analysis. We show both the Manhattan plots for individual methods (A, C) and the 
scatter plots comparing the association statistics (−log10(p)) between the 
centralized analysis and each meta-analysis method (B, D). The initial p-values in 

both settings are based on the two-sided Wald test and are not corrected for 
multiple testing. Squared Pearson correlation coefficients (r2) both for all 
variants and for significant variants identified in the centralized setting (with 
nominal p < 5 × 10−8) are reported. Transparency is added to visualize density in 
the scatter plots. While meta-analysis results are accurate in UKB based on the 
fixed-effects model, in all other settings it leads to considerable deviations from 
the centralized analysis.

http://www.nature.com/naturegenetics
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Extended Data Fig. 4 | See next page for caption.

http://www.nature.com/naturegenetics


Nature Genetics

Letter https://doi.org/10.1038/s41588-025-02109-1

Extended Data Fig. 4 | SF-GWAS efficiently scales with respect to the number 
of parties, variants, samples, and covariates. We evaluated how the runtime 
(left column) and communication cost (right column) of PCA-based SF-GWAS 
scale with various parameters of the study setting, including: the number 
of computing parties (CPs) (first row), the number of genetic variants (or 
SNPs; second row), the number of covariates (third row), and the number of 
individuals (or samples) per party (fourth row). For all experiments, we evenly 
split the lung cancer dataset between two CPs and replicated as needed to 
obtain a dataset of desired dimensions. We modified the GWAS parameters to 

ensure that the amount of data at each step grew proportionally with the input 
dimensions. For communication, we separately measured the amount of data 
sent by the auxiliary party in MPC (CP-0); by the “hub” party that aggregates/
broadcasts intermediate results (CP-Hub); and by each of the other CPs (CP-
Other). The total communication (in black) accounts for data transfer among all 
parties. Both runtime and communication scale linearly with each parameter. 
Due to the vector-wise encryption (in groups of 8,192 in our setting), the 
computational cost increases in steps as the dataset grows (for example, see the 
identical costs of 9,178 and 13,767 samples per party).

http://www.nature.com/naturegenetics
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Extended Data Fig. 5 | SF-GWAS remains practical for a trans-Atlantic 
wide-area network setting between the US and the UK. We evaluated the 
applicability of SF-GWAS for international collaborations by running the 
PCA-based workflow on the lung cancer dataset with three computing parties 
(CPs) located in different geographic regions: two main CPs (each with half of 
the data) are placed in Oregon (US; “us-central1” in Google Cloud Platform) 
and London (UK; “europe-west2”), and the auxiliary party (CP-0) is placed in 
North Virginia (US; “us-east4”). This wide-area network setting (Trans-Atlantic) 
is compared to the original setting (Co-located) with all CPs in North Virginia 
(US; “us-east4”). We also replicated the dataset to evaluate the runtime for 

larger dataset sizes. We observe that SF-GWAS runtime increases by at most 
5x when executed among distant machines, and this gap decreases as the 
dataset gets larger given the increased burden of local computation relative 
to the communication costs. For a large dataset with 36,712 samples, the 
trans-Atlantic setting incurs only a 2x slow down. We note that the observed 
differences are much smaller than the 475-fold increase in the underlying 
round-trip communication delay in the trans-Atlantic setting; the round-trip 
latency is 0.2ms between co-located CPs ("us-east4”), 25ms between different 
regions within the US ("us-central1” and “us-east4”), and 95ms between the US 
("us-central1”) and the UK ("europe-west2”).
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Extended Data Fig. 6 | SF-GWAS closely reproduces REGENIE’s LMM-based 
association tests on the lung cancer dataset. We evaluated LMM-based 
SF-GWAS on the lung cancer GWAS dataset (including 9,098 individuals and 
378,482 SNPs after quality control filters) split between two parties. The 
Manhattan plot for SF-GWAS (B) closely resembles that obtained by running 
REGENIE on the same centralized dataset (A). The p-values shown are based on 
the LMM-based association test of REGENIE and are reported as two-sided and 
unadjusted for multiple testing. A particularly strong association is identified 
for SNP rs2736100, which is associated with the TERT gene, a known cancer gene 

involved in telomere maintenance. (C) Comparison of the negative log p-values 
for all variants in the dataset generated by REGENIE and by SF-GWAS. (D) A plot 
of the genome-wide phenotype prediction vectors obtained by both methods, 
which capture a portion of phenotypic variation that can be explained by 
genetic relatedness among individuals. These values are provided as input to the 
association testing pipeline in the REGENIE algorithm to correct for confounding 
effects. The results from SF-GWAS closely match those of REGENIE with Pearson 
correlation coefficients (r2) greater than 0.98 in both plots.

http://www.nature.com/naturegenetics
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Extended Data Fig. 7 | LMM-based SF-GWAS efficiently scales to large datasets, 
maintaining a near-constant runtime across varying dataset sizes. (A) We 
show the runtimes of LMM-based SF-GWAS on upsampled lung cancer datasets 
including up to 91K individuals (ten times the original dataset). Measurements 
are based on a network of three co-located machines on Google Cloud with 
12 cores each for parallelization. Runtimes for iterative components of the 
algorithm with identical computational load for every iteration are estimated 
based on a smaller set of iterations. SF-GWAS runtime remains near-constant 

as the size of the dataset grows due to our scalable design of the federated 
algorithm. (B) We compare our optimized ADMM-Woodbury algorithm for Level 
0 of the REGENIE workflow (which is the main computational bottleneck) with 
the baseline conjugate gradient descent (CGD) algorithm, both implemented 
in our secure and federated framework. The comparison shows the improved 
asymptotic complexity of our approach (Supplementary Note). For the largest 
dataset including 91K individuals, our approach achieves a 9.6-fold speedup over 
the baseline.

http://www.nature.com/naturegenetics
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Extended Data Fig. 8 | Logistic regression-based SF-GWAS achieves 
computational efficiency through fast convergence during model estimation. 
(A) We repeat the performance evaluation presented in Fig. 2 for the logistic 
regression-based SF-GWAS. Both runtime and communication costs remain 
comparable to the linear regression-based workflow despite the greater 
complexity of association testing based on logistic regression models.  
(B) To illustrate the effectiveness of our Newton’s method-based solution,  
we compare the convergence of our secure federated logistic regression 
pipeline to that of standard mini-batch stochastic gradient descent (SGD)-based 
optimization adopted by previous work (for example, S-GWAS). We evaluate 
both implementations on the S-GWAS lung cancer dataset, which includes 9,178 
samples and 15 covariates. The dataset is split between 2 parties, with each party 
using a 16-core machine to perform the computation, analogous to our default 
experimental setup. The ground truth weights used to evaluate convergence 
are obtained by fitting the model on a centralized, non-encrypted dataset 

using standard Python libraries. We note that a range of alternative solvers 
provided by the “statsmodels” and “scikit-learn” libraries all converged to the 
nearly identical final weights. We implemented a secure and federated version 
of SGD with momentum and regularization to compare against our secure and 
federated approach for Newton’s Method. For SGD, we empirically found that 
a learning rate (alpha) of 0.9, a momentum parameter (mu) of 0.99, a batch size 
(b) of 200, and a regularization parameter (rho) of 0 (that is, no regularization) 
were the most effective choices that ensure model convergence in fewer than 
200 epochs across all our datasets. In contrast, our Newton’s method-based 
algorithm consistently converged to the optimum within 15 epochs on all 
datasets. Moreover, our method achieves faster performance in each epoch than 
SGD (for example, 1.8 vs 4.5 minutes on the lung cancer dataset). This improved 
efficiency can be attributed to the greater number of iterations required by SGD 
in each epoch, which are more costly to perform in the secure setting due to the 
overhead of cryptographic operations. MSE: mean squared error.
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Extended Data Fig. 9 | SF-GWAS accurately reproduces end-to-end PCA-based 
GWAS (logistic) without data centralization. We reanalyzed the three case-control 
GWAS datasets presented in Extended Data Fig. 1 from the S-GWAS publication (lung 
cancer, bladder cancer, and AMD) using logistic regression-based association tests 
provided by SF-GWAS. The resulting association statistics (−log10(p)) of individual 
variants are compared to those of PLINK’s logistic regression-based GWAS pipeline. 
Our p-values are based on the two-sided score-based test for the logistic model  
and are unadjusted for multiple testing. Squared Pearson correlation coefficients 

(r2) between the SF-GWAS and plaintext results are also reported. The same 
comparison is shown (bottom-right) for our cross-biobank AMD GWAS experiment, 
where we jointly analyzed three independently collected AMD GWAS datasets from 
IAMDGC, eMERGE, and UK Biobank (see Methods). SF-GWAS obtains logistic 
regression-based association statistics that closely match a centralized study in 
which all plaintext (unencrypted) data are pooled and analyzed together using a 
standard tool (PLINK).

http://www.nature.com/naturegenetics
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Extended Data Fig. 10 | Collaborative GWAS on eMERGE data using SF-GWAS 
identifies a greater number of validated associations compared to traditional 
meta-analysis approaches. We compare SF-GWAS to both fixed-effects and 
random-effects models of meta-analysis implemented in the PLINK software for 
a GWAS of body mass index on the eMERGE data (split across 7 data collection 
centers) with respect to each method’s ability to identify validated associations in 
the larger UK Biobank cohort. We counted an association as validated if the same 

locus received a significant p-value (< 5 × 10−8) in the summary statistics reported 
by the Pan-UK Biobank project resource in any ancestry-specific or aggregate 
analysis of the same phenotype. Plot shows the comparison of the number of 
validated loci for each method based on varying significance thresholds for the 
eMERGE analysis from 5 × 10−8 to 5 × 10−6. Overall, SF-GWAS identified a greater 
number of validated associations, indicating an increase in statistical power.

http://www.nature.com/naturegenetics
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Data collection No software was used for data collection.

Data analysis For data processing and baseline association analysis, we used PLINK v2.0 (https://www.cog-genomics.org/plink/2.0/) and the scikit-learn 
package v1.3.0 (with Python 3.8) for PCA-based pipeline and REGENIE v2.2.4 (https://rgcgithub.github.io/regenie/) for LMM-based pipeline. 
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The three datasets used for comparison with the prior work on Secure GWAS (Cho et al., Nature Biotechnology, 2018) are available via NIH dbGaP with accession 
numbers phs000716.v1.p1 (lung cancer), phs000346.v2.p2 (bladder cancer), and phs001039.v1.p1 (AMD). The eMERGE consortium data is also available via dbGaP 
(phs000888.v1.p1). Data access applications for the UK Biobank data can be submitted at: https://www.ukbiobank.ac.uk/.

Research involving human participants, their data, or biological material
Policy information about studies with human participants or human data. See also policy information about sex, gender (identity/presentation), 
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Reporting on sex and gender With the exception of the lung cancer dataset, all datasets in our study includes individuals of both sexes. Where available, 
we included self-reported sex as a covariate in the association analysis. The lung cancer dataset is obtained from a targeted 
study of never-smoking East Asian women and includes only females. Sharing of individual-level data for all our datasets is 
consented by the participants through the informed consent procedure of each respective study.

Reporting on race, ethnicity, or 
other socially relevant 
groupings

All our experiments analyze cohorts that were recruited by the original studies. For a subset of experiments considering only 
individuals of European ancestry, the ancestry label was determined based on self-reported ethnicity for UK Biobank and 
GrafPop-inferred ancestry for eMERGE and IAMDGC (P_e > 90%). Confounding due to ancestry backgrounds in our analysis is 
controlled by either including  genotype principal components or using linear mixed models.

Population characteristics Lung cancer dataset: never-smoking East Asian women in all age groups, including 5,088 lung cancer cases and 4,090 
controls, recruited by Female Lung Cancer Consortium in Asia (FLCCA). Bladder cancer dataset: individuals of European 
descent, including both sexes and all age groups, 6,211 cases with histologically confirmed primary carcinoma of the urinary 
bladder and 6,849 controls, pooled from 16 studies conducted in Spain, Finland, and USA. AMD dataset: 9,648 cases with 
geographic atrophy (GA), choroidal neovascularization (CNV), or mixed GA/CNV and 13,035 controls, recruited by 
International Age-Related Macular Degeneration Genomics Consortium, including both sexes and all age groups. eMERGE 
dataset: a prospective cohort including individuals with electronic medical records (EMRs) and linked genomic data, recruited 
by individual participating sites in the eMERGE Network (both sexes, aged 3-75). UK Biobank dataset: a prospective cohort of 
individuals in the UK with EMR and linked genomic data, recruited by the UK Biobank (both sexes, aged 40-69).

Recruitment See above.

Ethics oversight Access to all datasets were approved by respective data access committees through NIH dbGaP and UK Biobank Access 
Management System.

Note that full information on the approval of the study protocol must also be provided in the manuscript.
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Life sciences study design
All studies must disclose on these points even when the disclosure is negative.

Sample size No sample size calculation was performed to predetermine the sample sizes as we used the largest available public datasets and did not 
generate new data. We chose a variety of datasets to demonstrate our methods on a range of sample sizes.

Data exclusions We adopted the following standard quality control filters: genotype missing rate per SNP <0.1, minor allele frequency (MAF) >0.05, and 
Hardy–Weinberg equilibrium chi-squared test statistic <23.928 (p-value >10^{-6}). We used the same set of filters for the UKB and cross-
biobank AMD data, except for MAF >0.001 to account for the larger size of these datasets. These thresholds were established prior to the 
experiments.

Replication We confirmed that our experiments can be reproduced based on the code we provide.

Randomization This is not relevant to our study, as our analyses do not involve distinct experimental groups. Instead, for each dataset, a single analysis is 
conducted encompassing all samples.
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Blinding This is not relevant to our study, as our analyses do not involve distinct experimental groups. Instead, for each dataset, a single analysis is 
conducted encompassing all samples.

Reporting for specific materials, systems and methods
We require information from authors about some types of materials, experimental systems and methods used in many studies. Here, indicate whether each material, 
system or method listed is relevant to your study. If you are not sure if a list item applies to your research, read the appropriate section before selecting a response. 

Materials & experimental systems
n/a Involved in the study

Antibodies

Eukaryotic cell lines

Palaeontology and archaeology

Animals and other organisms

Clinical data

Dual use research of concern

Plants

Methods
n/a Involved in the study

ChIP-seq

Flow cytometry

MRI-based neuroimaging

Novel plant genotypes Describe the methods by which all novel plant genotypes were produced. This includes those generated by transgenic approaches, 
gene editing, chemical/radiation-based mutagenesis and hybridization. For transgenic lines, describe the transformation method, the 
number of independent lines analyzed and the generation upon which experiments were performed. For gene-edited lines, describe 
the editor used, the endogenous sequence targeted for editing, the targeting guide RNA sequence (if applicable) and how the editor 
was applied.

Seed stocks Report on the source of all seed stocks or other plant material used. If applicable, state the seed stock centre and catalogue number. If 
plant specimens were collected from the field, describe the collection location, date and sampling procedures.

Authentication Describe any authentication procedures for each seed stock used or novel genotype generated. Describe any experiments used to 
assess the effect of a mutation and, where applicable, how potential secondary effects (e.g. second site T-DNA insertions, mosiacism, 
off-target gene editing) were examined.

Plants
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